HELPING A NEW FINANCIAL
FIRM DESIGN, IMPLEMENT,
AND OPERATIONALIZE

ITS GRC TO GO-LIVE.

Demonstrating compliance to the NIST 800-53
security framework for cloud implementation.

CYBERSECURITY

THE CHALLENGE

A newly established financial services firm was required to create and operate a new GRC program and demonstrate
compliance to the NIST 800-53 security framework prior to go-live with its production platform. The financial
services firm was establishing its platform in the Cloud and thus was required to demonstrate full compliance with

its cloud
VERTEXIT'S ROLE RESULTS
e Designed, implemented, and operationalized The firm was able to establish the design and
the GRC program operating effectiveness of controls, which permitted
« Created the policies and procedures for the a highly successful go-live of its platform. They were
security program S0 pleased with the process they asked members
« Collaborated with compliance, technology of the Vertex11 team to join the firm at the end
and the cybersecurity team to design an initial SFNDEALEE RS, SIS EEES e, PR

set of controls sustainable program to continue past the go-live.

e Configured templates for evidence of the
controls, demonstrating design and
operational effectiveness

e Developed training for the policies and procedures S @ @ @ @ g S

and new controls

e Established the program office to coordinate the S @ @Y

evaluation of internal controls by an external auditor

THE VERTEXI11 ADVANTAGE

If this financial service firm would have enlisted one of our competitors they wouldn’t have been able to move as
quickly and their go-live would likely have been delayed. As always, we had our most talented and experienced team
on the job so we had everything mapped out from start to finish to avoid any uncertainty. Some of the traditional
industry consultants would have put a more junior team on this initiative to maximize their resources and billings,
resulting in more uncertainty and rework.

AREAS OF EXPERTISE

Vertex11 isyour premier resource for Cybersecurity, Risk Management, v
@ Continuity of Operations, and Data Protection & Governance. With the full y
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