
 
 

 
 
 

 
 
 
 

ASSURANCE 

Proving it works, and that it's allowed to 

 

The 15 Guardrails of AI — Pillar 4 of 5 

A Vertex11 Whitepaper 

 

2 guardrails  ·  25 controls  ·  16 key 

G11  Model Risk & Performance Testing  (10 controls, 6 key) 
G12  Policy, Legal & Regulatory Alignment  (15 controls, 10 key) 

Validated against NIST AI RMF 1.0, the EU AI Act (as amended by the 2026 Digital Omnibus), ETSI TS 104 223, and 
ISO/IEC 42001:2023 

  



Executive summary 
Earlier pillars put controls in place. Assurance produces the evidence that they work — technically and 
legally — in a form that stands up to a board, an auditor, or a regulator. It is the difference between 
believing an AI system is safe and compliant and being able to demonstrate it. As AI moves into 
regulated decisions and the rules governing it harden into law, that demonstration shifts from good 
practice to a condition defining whether it should operate at all. 

The pillar contains two guardrails: Model Risk & Performance Testing, which produces the evidence 
that the system performs as declared, fairly and robustly; and Policy, Legal & Regulatory Alignment, 
which produces the evidence demonstrating it is allowed to execute as defined. Together they carry 25 
control statements, 16 of them key, validated against four international standards: NIST AI RMF 1.0, the 
EU AI Act (as amended by the 2026 Digital Omnibus), ETSI TS 104 223, and ISO/IEC 42001:2023. 
Every control traces to at least one standard provision. 

This paper details the risks each guardrail counters, what the controls cover, and what is required 
across people, process, and technology to sustain them. 

Why assurance is more than a launch gate 
The instinct is to treat assurance as a hurdle at go-live — evaluate the model, check the compliance 
box, ship. That misreads the shape of the risk. Both the model and its regulatory environment change 
continuously after launch: performance drifts as real-world data diverges from training data, edge cases 
and populations the model was never evaluated against appear in production, new obligations come 
into force, and case law refines what old obligations mean. A launch-only assurance function produces 
a snapshot that is out of date before it is filed. 

Two questions define the pillar. Does the system perform as declared, and does it remain fit for purpose 
as it and its environment change? And actions it executes are allowed — under the law, the regulation, 
the contracts and the organisation's own policy — at launch and on an ongoing basis? The first is 
largely technical; the second is largely legal and procedural. Both produce evidence, and treating them 
as one assurance function — one coherent body of evidence — is far more efficient than running them 
as parallel workstreams that meet only at audit time. 

The standards validation reinforced the shape. NIST anchors risk-informed proportionality — testing 
depth scales with mapped risk. The EU AI Act supplies the hard obligations that gate market access. 
ETSI adds evaluation-methodology specifics and the AI-security-training cadence. ISO/IEC 42001 is the 
dominant contributor to the pillar's regulatory guardrail — wrapping assurance in a management system 
rather than leaving it as a checklist. Four standards, one message: assurance is the pillar that makes 
the framework legally and operationally defensible. 

The risks that manifest without it 

A demoed model that fails in production 
A model that excelled on a curated evaluation set behaves unpredictably across the edge cases, 
populations and changing conditions of real use. Without independent attestation, self-declared 
performance is not evidence — and regulators, auditors and courts increasingly treat it as such. 



Bias and disparate-impact liability 
The model produces discriminatory outcomes across affected populations. This is a serious harm in its 
own right and a rising legal liability under both AI-specific regulation and pre-existing equality and 
consumer-protection law. Fairness testing that is not part of pre-deployment evaluation is fairness 
testing that arrives after the harm. 

Undetected drift 
Performance silently degrades as data, users and context shift, with no defined thresholds triggering 
review or retraining. The system remains formally the same; its behaviour does not. "It worked at 
launch" becomes the epitaph of a system that quietly stopped working months ago. 

Obligations discovered too late 
Legal, regulatory and contractual obligations — transparency notices, human-oversight measures, 
record-keeping, jurisdictional constraints — are surfaced during audit rather than before design. 
Retrofitting them is expensive and brittle, and often forces material redesign of a system that had 
already been declared complete. 

Compliance decay 
A system compliant at launch falls out of compliance as the rules change, and no defined party is 
scanning the regulatory horizon. Amendments, guidance and case law all move the goalposts; without a 
re-assessment loop, the framework goes stale in place. 

Missing conformity artefacts 
For providers of high-risk systems under the EU AI Act, the conformity assessment, EU declaration of 
conformity, CE marking, and Annex IV technical documentation are conditions of placing the system on 
the market. Organisations that treat these as retrospective compilation exercises discover, under time 
pressure, that the underlying evidence base was never produced in the form the procedure requires. 

No governance rhythm 
The organisation has controls but no management system around them: no written AI policy signed off 
by top management, no defined roles for impact assessment and supplier management, no protected 
channel for concerns, no cadence of review. The framework exists on paper; nothing sustains it. 

Reliance without literacy 
Staff who operate or rely on AI lack the AI literacy the EU AI Act Article 4 now requires. Reviewers 
cannot spot the failures they are meant to catch, users misapply outputs they do not understand, and 
the assurance case rests on a workforce that cannot support it. 

  



Guardrail 11: Model Risk & Performance Testing 
10 controls · 6 key | Pillar: Assurance | Applicability: Conditional, Universal 

G11 governs whether the model performs as declared, fairly and robustly, and remains fit for purpose 
over time. It produces the technical half of the assurance case. 

What the controls cover 
Accuracy, reliability and fitness for the specific deployment context are tested against defined 
acceptance criteria before deployment. Fairness and disparate-impact assessment across affected 
populations is part of that pre-deployment evaluation, not a downstream review. Results are 
independently attested — verified by a party other than the builder — proportionate to risk. Self-
attestation is where assurance quietly fails; independence is the control that prevents it. 

Test methodology is documented before testing begins: what the test data is, how it was selected, what 
the release-criteria thresholds are, what error rate is acceptable. The methodology is a distinct artefact 
from the tests themselves, because a good result against an undocumented method is not evidence — 
it is a claim. A written deployment plan — release criteria, approvals, rollback path — is required before 
an AI system moves to production, particularly where the deployment environment differs from 
development. 

Performance is re-tested on a defined cadence and on material change, to detect drift from validated 
baselines. Adopting a new third-party or updated model release is gated on that re-evaluation before it 
goes into production — the standard failure mode of vendor-managed models being an uncatalogued 
behaviour change under an unchanged name. Outputs are evaluated to confirm they do not enable 
reverse-engineering or extraction of the model or its training data, and do not grant users unintended 
influence over system behaviour. 

Testing verifies that the system meets its declared business objectives and expected benefit — fitness-
for-purpose and ROI against the approved use case — informing the go/no-go decision. Assurance 
without a business-value gate produces technically excellent solutions to the wrong problem. 

Two obligations sit alongside the technical work. Personnel responsible for evaluating and assuring AI 
are competent and trained across the lifecycle; and staff who operate or rely on AI hold AI literacy 
proportionate to their role, refreshed via a defined channel as new AI-security threats emerge — Article 
4 of the EU AI Act made operational. And for providers of high-risk systems, the assurance evidence — 
test results, independent attestation, logs, technical documentation — is maintained in a form that feeds 
the conformity assessment, EU declaration of conformity, CE marking and registration. The framework 
supplies the evidence base; the legal procedure remains the provider's. 

  



Guardrail 12: Policy, Legal & Regulatory Alignment 
15 controls · 10 key | Pillar: Assurance | Applicability: Conditional, Universal 

G12 governs whether the system is allowed to do what it does. It is the largest guardrail in the 
framework, and it is what makes the whole apparatus an ISO/IEC 42001-compatible management 
system rather than a control checklist. It has four coherent parts. 

The obligation base 
Each use case is assessed against applicable law, regulation, contractual obligation, customer-facing 
duty of care and internal policy before deployment, and re-assessed on change. Responsibility for AI-
related obligations is explicitly allocated across the organisation, its suppliers, partners and customers, 
so no accountability gap exists across the chain. Prohibited and high-risk uses under applicable 
regulation are identified and either controlled to the required standard or disallowed. Jurisdictional 
constraints on data and processing are identified and enforced. A defined party owns regulatory 
horizon-scanning so the framework keeps pace with changing obligations, rather than going stale in 
place between audits. 

The impact-assessment discipline 
A repeatable AI system impact-assessment process is triggered by criticality, complexity or sensitivity 
— independent of legal high-risk classification — with defined scope, method and owner. For high-risk 
deployments in EU AI Act Article 27 scope, a fundamental-rights impact assessment is performed and 
maintained: affected persons characterised, risks of harm assessed, oversight measures identified, and 
complaint and redress mechanisms in place — a conditional specialisation of the universal impact-
assessment process, not a parallel one. 

All impact assessments are documented — intended use, foreseeable misuse, predictable failure 
modes and mitigations, affected groups, oversight arrangements — and retained for audit and incident 
review. Impact on individuals and groups is assessed across fairness, accountability, transparency, 
privacy, safety, accessibility and financial consequence, with named attention to children, elderly, 
workers and other groups with specific protection needs. Societal impact — environmental footprint, 
economic effect, democratic and governmental process, public health and safety, cultural norms, 
misuse and bias-reinforcement potential — is assessed and recorded. 

The management-system layer 
A written AI policy, approved by top management, sets out the organisation's approach to developing, 
providing and using AI. It is communicated across the organisation and aligned with adjacent policies — 
security, privacy, risk, HR, procurement, ethics — with conflicts identified and resolved. The policy is 
reviewed on a planned cycle and on material change, with management sign-off — evidenced by the AI 
governance framework being confirmed in scope for the existing internal audit programme and 
management review, rather than a duplicate AI-specific cycle. 

AI-specific roles, responsibilities and authorities — risk, impact assessment, oversight, data quality, 
security, supplier management — are defined and assigned. These are distinct from the per-system 
ownership that Visibility sets: the framework itself needs owners, not only the systems inside it. 



The feedback and correction discipline 
A protected, confidential channel exists for staff, contractors and external parties to report concerns 
about AI development or use, with defined investigation and escalation steps. Nonconformities against 
the framework's own controls are recorded, root-caused and corrected — a distinct loop from the AI-
system incident RCA in Oversight, and the mechanism by which the framework itself learns and 
strengthens. Customer-facing contractual, regulatory and duty-of-care obligations are factored into use-
case approval and design decisions before deployment, not surfaced after. 

  



Building the capability: people, process, technology 

People 
Role Responsibility 
AI governance lead Owns the assurance case end to end; accountable to senior 

management for policy review, impact-assessment coverage and 
conformity readiness. 

Legal & regulatory affairs Obligation mapping per use case; conformity assessment and CE 
readiness for high-risk providers; owns the regulatory horizon-
scanning that keeps the obligation base current. 

Compliance & internal  
audit 

Handles nonconformity against the framework's own controls; runs 
management review; confirms the AI governance framework in 
scope for the existing internal audit programme rather than a 
duplicate cycle. 

Data science & ML 
engineering 

Designs and runs pre-deployment evaluation; documents test 
methodology as a distinct artefact from the tests themselves; 
owns drift monitoring in production. 

Independent reviewers / red 
team 

Provide attestation proportionate to risk — verification by a party 
other than the builder — and adversarial evaluation. 

Data protection / privacy 
office 

Owns impact assessment on individuals and groups; special-
category data handling for bias detection and correction. 

Business-unit / system 
owners 

Declare the use case, its business-value criteria and the go/no-go 
authority; certify obligation mapping for their systems. 

HR & learning Runs the AI literacy programme, role-proportionate and refreshed 
as new AI-security threats emerge. 

Procurement & vendor 
management 

Flows obligations down to suppliers; triggers re-evaluation on 
third-party model release change. 

 

The defining accountability question in this pillar is who owns the framework as a whole — not the 
systems within it, but the AI policy, the impact-assessment cadence, the nonconformity register and the 
management review. That role turns a set of controls into a management system. 

Process 
Obligation mapping. Per use case, against law, regulation, contract, duty of care and internal policy, 
before deployment and on change. 

Pre-deployment evaluation with documented methodology. Methodology written before testing 
begins; independent attestation proportionate to risk; business-value gate on go/no-go. 

Impact assessment. Universal process triggered by criticality, complexity or sensitivity; Article 27 
fundamental-rights impact assessment for in-scope high-risk deployments. 

Cadenced re-testing and re-assessment. Drift monitoring in production against defined thresholds; 
obligation re-mapping on regulatory change; third-party model re-evaluation on release change before 
adoption. 

Management review and internal audit. AI governance framework in scope for the existing internal 
audit programme; policy reviewed on cycle and on material change with top-management sign-off. 



Protected concerns channel and nonconformity handling. Confidential intake for staff, contractors 
and external parties; nonconformity register with root-cause and correction, distinct from AI-system 
incident RCA. 

AI literacy programme. Role-proportionate training for staff who operate or rely on AI, refreshed via a 
defined channel as new AI-security threats emerge. 

Technology 
Model evaluation and benchmarking platform — accuracy, fairness, robustness and adversarial 
testing, with versioned records of methodology and results. 

Drift and performance monitoring in production — thresholds tied to defined review or retraining 
triggers, not passive telemetry. 

Assurance evidence store — test results, methodology, independent attestation, technical 
documentation and conformity artefacts, held in an audit-ready and versioned form. 

Obligation register — links each use case to its applicable obligations, the controls that satisfy them, 
and the evidence. 

Impact-assessment tooling — captures scope, method, findings, mitigations and oversight 
arrangements in a form retained for audit and incident review. 

Protected concerns intake — confidential channel with defined investigation and escalation, distinct 
from operational IR. 

How the standards shaped this pillar 
NIST AI RMF 1.0 anchors the risk-informed proportionality that runs through the pillar — testing depth, 
attestation independence and monitoring rigour all scale with mapped risk — and the MAP function 
drives the business-purpose evaluation that gates go/no-go. 

The EU AI Act (as amended by the 2026 Digital Omnibus) supplies the hard obligations. Article 4 
makes AI literacy a duty. Article 27 requires a fundamental-rights impact assessment for high-risk 
deployers. Articles 43–49 govern conformity assessment, EU declaration of conformity, CE marking and 
registration for high-risk providers. These are conditions of market access, not aspirations. 

ETSI TS 104 223 adds evaluation-methodology specificity — output evaluation against reverse-
engineering and extraction, third-party model re-evaluation on release change, and the AI-security-
threat refresh cadence in the literacy programme. 

ISO/IEC 42001 is the pillar's dominant contributor. It supplies the impact-assessment process, the 
policy, roles and management-review discipline, the verification-and-validation methodology as a 
distinct artefact from the tests, the deployment plan, the protected concerns channel and the 
nonconformity loop. Together these are what make the framework a management system rather than a 
control checklist. 

The net effect: the Assurance pillar produces the technical and legal evidence base that supports 
conformity, audit, board attestation and regulator engagement, to the expectations of all four standards, 
from a single set of controls. 



A maturity path 
Level 1 — Ad hoc. Tests exist for some models but no cadence; methodology is implicit; obligations 
are known informally; there is no written AI policy, no defined roles for framework ownership, and no 
protected concerns channel. 

Level 2 — Documented. Evaluation methodology is written before testing begins. Obligations are 
mapped per use case. A written AI policy exists and is signed off by top management. AI-specific roles 
are defined. An impact-assessment process is triggered by criticality. Conformity readiness is 
documented for in-scope high-risk systems. 

Level 3 — Enforced and tested. Independent attestation proportionate to risk. Drift monitoring in 
production against defined thresholds. Nonconformity register operational. AI governance framework 
confirmed in scope for the existing internal audit programme. AI literacy programme delivered and 
refreshed on cadence. Article 27 fundamental-rights impact assessments completed for in-scope 
deployments. 

Level 4 — Continuously assured. Conformity artefacts current for all in-scope high-risk systems, not 
compiled retrospectively. Impact assessments re-triggered on material change. Management review 
closes changes into policy and controls, and horizon-scanning drives obligation-register updates in-
quarter. Third-party model re-evaluation gates production adoption automatically. 

The goal is not uniform maturity across both guardrails on day one, but a defensible evidence base 
against each — with depth added where risk classification, regulatory exposure and decision impact are 
greatest. 

Connecting to the rest of the framework 
Assurance consumes evidence from the pillars around it. Visibility supplies the inventory, risk 
classification, technical documentation baseline and log stream. Protect supplies data governance, 
supply-chain provenance and integrity records. Oversight supplies approval records, containment test 
results and post-incident RCA. Assurance is what turns those raw materials into an evidence base — 
one that supports internal audit, board attestation, conformity procedures and regulator engagement 
from a single coherent record. 

Downstream, Assurance triggers Resilience & Recovery (G13, G14) when a nonconformity, drift breach 
or obligation failure cannot be resolved in place and moves from an assurance question to a continuity 
or exit question. An assurance case that never triggers the next pillar is either exceptionally mature or 
not being tested — and the standards presume the latter until evidence shows otherwise. 

About this series 
This is Pillar 4 of The 15 Guardrails of AI, published by Vertex11. The series covers the full framework 
across five whitepapers — Visibility, Protect, Oversight, Assurance, and Resilience & Recovery — each 
aligned to the guardrails, controls, and standards mapping in the V11 AI Governance Framework. 

To build an assurance case that stands up to regulators and boards alike, get in touch. 


