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2 guardrails - 9 controls - 4 key

G8 Human-in-the-Loop Approval (4 controls, 2 key)
G15 Incident Response & Kill Switch (5 controls, 2 key)

Validated against NIST Al RMF 1.0, the EU Al Act (as amended by the 2026 Digital Omnibus), ETSI TS 104 223, and
ISO/IEC 42001:2023



Executive summary

Protect reduces how often Al goes wrong; it never reduces it to zero. Oversight is the pillar that accepts
this reality and keeps human judgement and rapid containment in the loop while systems operate — so
the failures Protect misses are caught, contained, and explainable. As Al moves from generating
suggestions to taking autonomous action, the window between a bad decision and an irreversible
consequence collapses, and oversight becomes the difference between a contained near-miss and a
costly incident.

The pillar contains two guardrails: Human-in-the-Loop Approval, which puts a human at consequential
decision points; and Incident Response & Kill Switch, which ensures dangerous behaviour can be
halted, contained, learned from, and — where the law requires it — reported. Together they carry 9
control statements, 4 of them key, validated against four international standards: NIST Al RMF 1.0, the
EU Al Act (as amended by the 2026 Digital Omnibus), ETSI TS 104 223, and ISO/IEC 42001:2023.
Every control traces to at least one standard provision.

This paper details the risks each guardrail counters, what the controls cover, and what is required
across people, process, and technology to sustain them.

Why oversight is the runtime pillar

Oversight is the only pillar whose controls operate while the system is running. Visibility sits before,
cataloguing what exists. Protect sits at the boundary, keeping bad things out. Assurance and Resilience
& Recovery sit after, testing effectiveness and responding to failure. Oversight is what makes the
running system a governable one — a human at the decision point, a mechanism to halt the exception.

Two questions define the pillar. What decisions must a human make before they take effect? And when
something goes wrong at speed, how is it stopped, contained, learned from, and — where obliged —
reported? The first prevents irreversible automated mistakes at the point they would happen. The
second bounds the damage of the ones that get through, and turns each incident into a control-
strengthening event.

The standards validation reinforced the framing. NIST's MANAGE function requires response and
recovery capability calibrated to risk. The EU Al Act imposes both design-time human-oversight
obligations and post-market incident-reporting duties. ETSI TS 104 223 makes kill-switch integrity and
multi-agent containment explicit. ISO/IEC 42001 embeds event handling and deployment-operation
controls in the management system. Four standards, one message: a system that cannot be paused,
contained or overridden by a human is not a governed system.

The risks that manifest without it

Irreversible automated action

An automated workflow transfers funds, deletes records, publishes externally, or makes a decision
about a person — and gets it wrong, with no human checkpoint at the point of no return. Under the EU
Al Act, high-risk deployers are explicitly required to ensure human oversight measures are effective;
absence of a checkpoint is a compliance failure as well as an operational one.



Rubber-stamp oversight

The opposite failure is quieter but no less serious. Oversight is applied so heavily, or delegated so far
down, that reviewers rubber-stamp without genuine scrutiny. This manufactures false assurance — the
audit trail shows a human in the loop, but no meaningful judgement occurred. Miscalibration in either
direction is the defining failure mode of this pillar.

No rapid containment

An agent begins to behave dangerously — hallucinating tool calls, being manipulated by injection,
cascading errors through connected systems — and there is no reliable, tested way to halt it in
seconds. In multi-agent contexts the problem compounds: halting one agent does not necessarily stop
the others acting on its outputs.

No post-incident learning

An incident is closed operationally but not analysed. Root cause is unknown, the underlying control
weakness persists, and the same class of failure recurs. Without a feedback loop from incident to
control, the framework does not learn — and each recurrence erodes internal and regulatory
confidence.

Regulatory reporting failure

Under the EU Al Act, serious incidents in high-risk systems must be reported to the relevant authority
within statutory deadlines. Organisations that lack incident classification, escalation paths and
rehearsed reporting will miss those deadlines under pressure — turning an operational incident into a
regulatory one.

Guardrail 8: Human-in-the-Loop Approval
4 controls - 2 key | Pillar: Oversight | Applicability: Universal

G8 governs which decisions require a human before they take effect. It is the runtime brake on
autonomy — the control that ensures consequential, hard-to-reverse action does not happen without
deliberate human judgement.

What the controls cover

Consequential decision points are defined per system, and human approval is required before the
action proceeds. What counts as consequential is not left implicit: it is mapped against impact and
reversibility, so financial transfers, deletions, external communications, decisions about individuals, and
any action that cannot be cleanly undone are surfaced as candidates for a checkpoint. The threshold for
human involvement scales with consequence, reversibility and risk — the same use case may warrant
a checkpoint in one deployment and not another, and the calibration is explicit.

Approval must be meaningful. The reviewer has the context, authority and time to genuinely assess —
not a caption to click past. Where the reviewer volume, cognitive load or interface make genuine
scrutiny impossible, the approval is not meaningful and the control is failing regardless of what the log



shows. Approval, override and rejection decisions are recorded and attributable, closing the
accountability loop and feeding the audit stream that the Assurance pillar depends on.

The pillar's defining failure mode is miscalibration in either direction. Too little oversight, and irreversible
automated action runs unchecked. Too much, and the reviewer bottleneck recreates the manual
process that automation was meant to remove — driving disengagement, rubber-stamping, and false
assurance. Calibration is a live discipline, not a design-time choice: it is reviewed against outcomes,
and adjusted as the system's behaviour, blast radius and error profile change.

Guardrail 15: Incident Response & Kill Switch
5 controls - 2 key | Pillar: Oversight | Applicability: Conditional, Universal

G15 governs what happens when things go wrong at speed. It bounds the damage of the incidents
Protect misses, and turns each one into a control-strengthening event — with statutory reporting where
the law requires it.

What the controls cover

A reliable mechanism exists to halt, suspend or contain an Al system or agent rapidly when it behaves
dangerously. "Reliable" is load-bearing: the mechanism is tested and known to work under the
conditions in which it will actually be needed — including autonomous and multi-agent contexts, where
halting one agent does not necessarily stop the others acting on its outputs. Containment paths are
exercised, not merely documented.

Al-specific incident response procedures are defined, assigned and integrated with the wider IR
function. They cover the failure modes that generic IR does not — prompt injection, model output harm,
agent function creep, tool-chain cascade — and they include documented support for end-users and
affected entities during and after an incident. Integration matters: an Al-only IR playbook that sits
outside the security operations flow does not get invoked when the SOC is the first to see the anomaly.

Root cause is analysed post-incident and feeds back into the controls. This is the recovery-and-
improvement loop — the mechanism by which the framework learns. Without it, the same class of
failure recurs and the control base does not strengthen.

For high-risk systems in scope of EU Al Act Article 73, serious incidents are reported to the relevant
authority within the statutory deadlines, in addition to internal incident response. Readiness —
classification criteria, escalation, evidence packaging and timeline discipline — is rehearsed before it is
needed.



Building the capability: people, process, technology

People

Role
Al governance lead

Business-unit / system
owners

Designated approvers

Incident response lead

Platform & site reliability
engineering

Security operations

Compliance & regulatory
affairs

Responsibility

Accountable for oversight coverage across the estate — approval
calibration, kill-switch readiness, and statutory reporting posture.
Define which decisions in each system require a human before
they take effect; own the calibration between control and
throughput.

Senior enough to make real decisions, with the context and time
to genuinely assess; not routed through junior reviewers who
become a rubber-stamp layer.

Owns Al-specific incident response procedures and their
integration with the wider IR function; runs kill-switch and
containment exercises.

Build and test halt, suspend and containment primitives at model,
agent, orchestration and infrastructure layers, including multi-
agent halt propagation.

Detects dangerous behaviour in the log stream; triages to
containment or full IR.

Owns statutory reporting readiness — including the EU Al Act
Article 73 deadlines for serious incidents in high-risk systems.

The defining accountability question in this pillar is the calibration of approval — who decides what
counts as consequential enough for a human checkpoint, and who reviews that decision against
outcomes. Left unowned, calibration drifts: reviewers add checkpoints defensively, users add
exceptions expediently, and the middle ground erodes.

Process

Consequential-decision mapping. Per system, the actions requiring human approval are mapped
against impact and reversibility, with the mapping owned by the system owner and reviewed on

cadence and on change.

Calibration review. Approval thresholds are reviewed against outcomes — false positives, false
negatives, reviewer disengagement signals — and adjusted, not fixed at design time.

Kill-switch and containment testing. Halt, suspend and containment mechanisms are exercised on
cadence, including autonomous and multi-agent scenarios; testing produces evidence that the
mechanism works, not just that it exists.

Al-specific IR integration. Al failure modes are represented in the wider IR playbook and case-
management system, with defined triggers, escalation paths and end-user support obligations.

Post-incident RCA and control feedback. Every material incident produces a root-cause analysis and
a specific change to the control base — the loop that turns incident into strengthening.



Statutory reporting readiness. For in-scope high-risk systems, classification, escalation and reporting-
to-authority procedures under EU Al Act Article 73 are rehearsed against realistic scenarios and their
statutory deadlines.

Technology

Workflow checkpoints — approval gates built into the system by design, blocking the action until a
recorded decision is captured, with an interface that gives the reviewer the context needed to decide.

Halt, suspend and containment primitives — at model, agent, orchestration and infrastructure layers,
with propagation across multi-agent chains so a halt is not silently bypassed by downstream agents.

IR case management with Al-specific fields — model, prompt, tool call, agent identity, output artefact
and containment action all captured in the incident record, with the fields the Article 73 report will
require.

Statutory-deadline tracking — automated timers and escalation for incident-reporting obligations, so
the deadline is enforced by the system rather than remembered by a person under pressure.

How the standards shaped this pillar

NIST Al RMF 1.0 requires response and recovery capability calibrated to the mapped risk of each use
case, and treats human oversight measures as a first-order control rather than a design nicety.

The EU Al Act (as amended by the 2026 Digital Omnibus) sets human-oversight obligations on both
providers (Article 14) and deployers (Article 26) of high-risk systems, and imposes the Article 73
serious-incident reporting duty with statutory deadlines. These are conditions of market access, not
aspirations.

ETSI TS 104 223 closes the operational specificity that generic IR frameworks miss — kill-switch
integrity, containment testing in autonomous and multi-agent contexts, and documented support for
end-users and affected entities during and after an incident.

ISO/IEC 42001 wraps the pillar in event-handling and deployment-operation controls, ensuring
oversight is embedded in the management system rather than bolted onto individual systems.

The net effect: the Oversight pillar covers human approval at consequential decision points, rapid
containment when things go wrong, post-incident learning and statutory reporting readiness to the
expectations of all four standards, from a single set of controls.



A maturity path

Level 1 — Ad hoc. Human oversight is informal, applied by convention rather than design. There is no
defined kill switch. Al incidents are handled inside the general IR flow with no Al-specific playbook.
Statutory reporting readiness is untested.

Level 2 — Documented. Consequential decision points are mapped per system. An Al-specific IR
playbook exists. A halt or suspend mechanism is defined for the highest-risk systems. Statutory
reporting procedures are documented.

Level 3 — Enforced and tested. Approval gates are enforced at runtime. Kill switches and
containment paths are exercised on cadence. IR is rehearsed with realistic Al-specific scenarios.
Statutory reporting timelines are dry-run against sample incidents.

Level 4 — Continuously assured. Approval calibration is reviewed against outcomes and adjusted,
not fixed. Kill-switch integrity is verified continuously, including multi-agent propagation. Post-incident
RCA feeds a measurable rate of control changes. Article 73 reporting has been rehearsed under time
pressure.

The goal is not uniform maturity across both guardrails on day one, but a defensible baseline at each —
with depth added where autonomy, blast radius and regulatory exposure are greatest.

Connecting to the rest of the framework

Oversight depends on Visibility (G1, G10) to know which systems exist, their risk classification and their
runtime behaviour — approval calibration and containment scope are set against the inventory, and the
log stream is what monitoring consumes to detect the anomalies that trigger IR. It depends on Protect
(G2-G7, G9) to reduce the incident population it must manage: a well-defended perimeter is what
makes runtime oversight tractable.

Downstream, Oversight produces the evidence Assurance (G11, G12) uses to attest control
effectiveness — approval records, containment test results, RCA outputs. It triggers Resilience &
Recovery (G13, G14) when containment is not enough and the failure moves from incident to continuity
event. A runtime brake that is never tested against reality is not a brake — it is a claim.

About this series

This is Pillar 3 of The 15 Guardrails of Al, published by Vertex11. The series covers the full framework
across five whitepapers — Visibility, Protect, Oversight, Assurance, and Resilience & Recovery — each
aligned to the guardrails, controls, and standards mapping in the V11 Al Governance Framework.

To pressure-test the oversight layer around your autonomous and high-impact Al, get in touch.



